General Data Protection Regulation Privacy Notice

Merck Sharp & Dohme (“MSD”) process personal data under this Privacy Notice and in
accordance with applicable legislation, including the General Data Protection Regulation
(2016/679; the "GDPR") and other applicable national data protection laws in
Denmark ("Datatilsynet").
This notice describes how we process personal data in connection with:
• msdinsight and univadis;
• websites concerning disease awareness, therapeutic areas, and MSD;
• client matters;
• recruitment processes;
• cookies used on our websites.
What are your rights and choices?

We have a legal obligation to ensure that your information is kept accurate and up to date. We invite you to assist us
to comply with this obligation by ensuring that you inform us of any changes to your information by contacting us at
e-mail address DPO.Denmark@merck.com, and/or updates to your preferences.

You may at any time exercise your rights in relation to your personal data that we process:
• Right to access and rectification: You have the right to request access to the personal data relating to you. This
includes e.g. the right to be informed whether personal data about you is being processed, what personal data
is being processed, and the purpose of the processing. You also have the right to request that inaccurate or
incomplete personal data be corrected.
• Right to object: You are entitled to object to certain processing of personal data, including for example processing of
your personal data for marketing purposes or when we otherwise base our processing of your personal data on a
legitimate interest.
• Right to erasure: You may also request that your personal data be erased if e.g. the personal data is no longer
necessary for the purposes for which it was collected, the processing is unlawful, or the personal data must be
erased to enable us to comply with a legal requirement.
• Right to Data Portability: If personal data about you that you yourself have provided is being processed
automatically with your consent or in accordance with a contract between you and MSD, you may request that the
data is provided in a structured, commonly used and machine-readable format and you may also request that the
personal data is transmitted to another controller, if this is technically feasible.
• Right to withdraw your consent: In cases where the processing is based on your consent, you have the right to
withdraw your consent to such processing at any time.
• Opt-out from marketing: We will also give you the opportunity to opt out of future marketing whenever we send you
marketing material, you can also opt out at any time by contacting us.
Note that there may be situations where our confidentiality and other obligations under applicable legislation may
prohibit us from disclosing or deleting your personal data or otherwise prevent you from exercising your rights.
Except where prohibited by the GDPR or the Data Protection Law, we may deny your choice where a particular
choice request would impede our company in its ability to: (1) comply with a law or an ethical obligation including
where we are required to disclose personal information in response to lawful requests by public authorities, including
to meet national security or law enforcement requirements, (2) investigate, make or defend legal claims, and (3)
perform contracts, administer relationships, or engage in other permitted business activities that are consistent with
transparency and purpose limitation principles and were entered into in reliance on the information about people in
question. Within fifteen business days of any decision to deny a choice request in accordance with this Notice, we
will document and communicate such a decision to you.

If you have any complaints about how we process your personal data, or would like further information,
please contact us at any time.
What data is collected and for which purpose on this website?
We want to have the opportunity to keep in touch with you and tell you about matters that are important to you.
Through the various MSD websites, it is possible to sign up for newsletters, receive branded and unbranded
materials, and apply for jobs.
MSD collects data through the following channels and for the following purposes:
• msdinsight: msdinsight is a portal for healthcare professionals through which we may send you medical information,
branded materials, invitations to educational events, articles and surveys. When joining or subscribing to the portal,
you are requested to submit your email address. The personal data is used for the purpose of sending the type of
content you have requested and for marketing our products and services. We will use the personal data that you
provide in connection with msdinsight for these purposes until you inform us that you no longer want to receive such
information from us. This use of your personal data is based on you having consented to us to do so. You can
terminate your subscription with us at any time by clicking the "unsubscribe" button in any of our send outs or by
contacting us at email address DPO.Denmark@merck.com
• Disease awareness, therapeutic areas and corporate sites: When signing up to an email list or registering yourself
for a seminar or educational event organized by us, we will use the information provided by you for the purpose of
arranging the event, as well as for other communications. We will use the personal data for these purposes until you
inform us that you no longer want to receive any information from us. You can do so at any time by clicking the
"unsubscribe" button in any of our communications or by contacting us at email address DPO.Denmark@merck.com.
This use of your personal data is based on our legitimate interest in providing our services to you or keeping in touch
with various stakeholders.
• Client matters: We collect information like your contact details (such as your address, e-mail address, telephone
numbers, job title, gender, date of birth, medical association number, area of specialty) from third parties such as
IQVIA and process such information on the basis of our legitimate interest in providing services to you as well
undertaking administrative or operational processes within MSD. We may collect information about you (e.g., bank
account details, travel preferences, whether you perform a service on our behalf (such as give speeches, consult or
conduct clinical trials) or if you order products from us), in order to perform the contract, we have entered into with
you or supply the product you have ordered. We collect and process information about you if you have requested a
product sample (healthcare professionals only) or reported an adverse event, on the basis of our need to comply
with a legal obligation. Finally, in the case of healthcare professionals, MSD collects and processes your personal
information, typically your e-mail address, in the event you have consented to receive marketing e-mails from a sale
representative, request to participate in a webcast, or accepted an invitation to an international congress.
• Recruitment processes: Data submitted by you relating to job applications via our Workforlife.com portal, traditional
mail or e-mail is recorded separately in our Talent Recruitment system, and we shall process it on the basis of your
consent.
• Cookies: Cookies help us make your experience on our web sites more efficient and relevant for you. Cookies
serve many functions. They can help remember your user name and preferences, analyze how well our web sites
are performing, and enable us to recommend content that we believe may be most relevant to you. Most cookies
identify your device’s web browser rather than identifying you personally, however, as described further below,
certain cookies can be linked to other personal information we collect from or about you.
We use both session cookies, which are temporary cookies that are erased from your device’s memory when you
close your Internet browser or turn your computer off, and persistent cookies, which are stored on your device until
they expire, unless you delete them before that time.
Session cookies enable our web sites to remember your preferences on our web sites during the duration of your visit
to our web site and until you close your web browser, such as whether you have identified yourself as a health care
professional or a resident of a particular country.
Certain types of persistent cookies, which we refer to as analytics cookies, enable us to tell whether your device’s
Internet browser has been used to visit our web sites before as well as which pages you have visited on our
websites. If you register an account on one of our web sites, persistent cookies, which we refer to as registration

cookies, enable our web sites to remember you personally when you visit our web sites in the future. If you are
signed in to our web sites, we may combine information about you from registration cookies and analytics cookies to
identify which pages you have visited on our web sites.
Any such data disclosed by you will immediately be deleted unless we have a reason and right to use the data under
the GDPR and Data Protection Law. Personal data submitted by you will be used only for the purposes specified in
the relevant part of this website.
What kind of other personal data does MSD collect and for what purpose?
We collect information provided to us by or on behalf of our clients or generated by us in the course of providing
services to our stakeholders. This collection of data is based on our legitimate interest when providing professional
legal services.
We also use personal data collected in connection with adverse event reporting to fulfill our statutory duties in relation
to pharmacovigilance.
The personal data collected relates to identification, contact details and matter-related background information
provided by our clients, their representatives or their counterparties.
We will store personal data related to our matters for as long as we are required under applicable legislation.
In some cases, your personal data have been supplemented by information retrieved from other sources, including
searches via publicly available search engines and social media.
How is the data processed?
MSD will only process personal data for the purposes for which it was collected and as set out above, and personal
data will only be available to authorized employees holding a position that requires them to process personal data to
perform their work. Personal data is not processed for no longer than is necessary for the particular purpose. We
fully comply with our statutory retention obligations and our internal retention time policies.
MSD has taken appropriate technical and organizational measures to keep your personal data secure to ensure that
only authorized persons are given access to the personal data. We also have internal policies in place for secure
processing of personal data.
Is data transferred or disclosed to third parties?
We will not disclose personal data to any third parties unless required to do so under the Data Protection Law or to
perform services for our stakeholders.
However, your personal data may be transferred to and processed by third-party providers which perform services
for MSD (data processors) to enable these companies to perform the services requested by MSD.
Only personal data that is necessary to fulfill the purposes stated above will be provided to these companies. All
third-party providers must follow our instructions and applicable written data processor agreements and any other
agreements that are in place between MSD and its third-party providers, and must implement appropriate technical
and organizational measures for the protection of the personal data.
Where is your data processed?
We process personal data on servers in the EU/EEA. In addition, we process personal data in the United States, and
as such we need to transfer your information to a location outside of the EU/EEA. The level of information protection
in countries outside the EU/EEA may be lower than that offered within the EEA. Where this is the case, we will
implement appropriate measures under the GDPR to ensure that your personal information remains protected and
secure.
MSD complies with the EU-U.S. Privacy Shield Framework as set forth by the U.S. Department of Commerce
regarding the collection, use, and retention of personal information transferred from the European Union to the
United States. MSD has certified to the U.S. Department of Commerce that it adheres to the Privacy Shield
Principles. In addition, MSD has entered into Binding Corporate Rules which have been approved in the European
Union.
Contact us
MSD is the controller of the personal data for the purposes described above. The contact details of our offices can be
found at www.msd.dk
If you have any questions regarding MSD's processing of personal data, please feel free to contact our data
protection team at: msd_privacy_office@msd.com.

Notice: Do not use internal information as a basis for discussions with customers or other external audiences. This includes
information posted in Sync and other internal channels such as the current mail. Internal use of our company internal news and
discussions with customers or other external audiences must comply with all applicable corporate policies and field policy letters.
Those who fail to comply are subject to disciplinary action, up to and including termination.

